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1 O6bwue cBepeHun

1.1 HaumeHoOBaHue

Mvnepyc.MHbpacTpykTypa (panee - MNO) npeactaBnsieT coboM rMnepKoOHBEPreHTHY nnaThopmy
KOpPMOpaTMBHOIO K/flacca, NpefHa3HavyeHHyo 415 BUPTYanu3aunm BbIYNCINTENbHbIX PECYpPCOB.
[aHHbIV NPOAYKT ABNAETCS MHTErpMpoBaHHOW NnatopmMmon, obbeguHsoLwWwen B cebe BblYNCIN-
TeNIbHblE PecypcCbl, CUCTEMbI XPAaHEHUS AAHHbBIX U CETEBbIE TEXHOJIOTUN B €AUHOE pelleHne ANs
yrnpaBneHus.

1.2 Ha3zHauyeHue cucrtemsbl

TpaguumoHHasa UT-nHGpacTpyKTypa B 3aKpbITOM KOHTYpe, UHMDPACTPYKTYpa ANS YAANEHHBIX
oducos, cpega pa3paboTku n TectupoBaHus MO, ropnsoHTanbHO MacwTabupyemoe MO.

MO Tmnepyc.MHdpacTpykTypa npepgHasHavyeHo ANs Co3paHus, ynpaBieHus n 3hheKTUBHO-
ro MCNONAb30BaHUS TUMNEPKOHBEPreHTHON WHdpacTpykTypbl (HCI) B pasnuyHbiX cueHapusax
npumeHeHusi. OHo obecneynBaeT YHUDULMPOBAHHOE pelleHmne ans 3ag4ay, CBA3aHHbIX C BbIYMC-
NEHUSIMU, XpaHEHNEM U CETEBBIM B3aUMOEeNCTBMEM, MO3BOJISIS OPraHU3aLmsam aganTUpoBaThCs
K ObICTPbIM U3MeHeHUsIM B BU3Hec-cpefe. Huxe npuBefeHbl KAtoYeBble aCNeKTbl Ha3HAYeHUs
KOMMJIEKCa B Pa3/INYHbIX KOHTEKCTaX.



2 OYHKLMOHANIbHbIE XapaKTePUCTUKN

2.1

2.2

2.3

2.4

npoaykKra

F'MnepKoHBepreHTHas UHGpPaCTPyKTypa

Cnov xpaHeHus 1 BblYMCNEHNI: OBbeANHSET BbIYUCIUTENBHbIE U PECYPCHI XPAaHEHNS B Of-
HOM peLleHUn, yNpoLLas yrnpaBfeHue.

MacwTtabupyemocTb: /lerko fo6aBnsTb y3/bl 419 YBENNYEHUS MOLHOCTM M EMKOCTU MO Me-
pe pocTa noTpebHocTel 6usHeca.

YnpaBneHue gaHHbIMU

TexHonorvu Buptyanusauunn: NMopggeprxkka runepsmnsopa KVM.

AHaNUTUKa U MOHUTOPUHT

MPOAKTUBHbLIA MOHUTOPUHI: WHCTPYMEHTbI NS MOHUTOPWUHra MPOU3BOAUTENBHOCTM
CUCTEMbI B peasibHOM BPEMEHU 1 NpeaynpexaeHns o cbosx.

OTyYeTbl M aHaNUTUKA: BO3MOXHOCTYM A5t CO34aHUS OTHYETOB O paboTe CUCTEMbBI U UCNOSb-
30BaHNsA pecypCoB.

¢y|-||(|.|,v|0|-|anb|-|b|e XapPaKTePUCTUKUN KOMIMOHEHT

2.4.1 SDS (Software-Defined Storage)

« bnoyHoe xpaHunuiue c goctynom no iSCSI - NMo3BonsieT co3gasaTb U yNpaBnaTb BUPTYyasb-

HbIMU ONCKaMMW, obecneymBas BbICOKYHO OOCTYMNMHOCTb U rmbKoCcTb ONna BUpTYann3npoBaH-
HbIX Cpefn.

« MNoppepxka dyHKumMoHanbHocTH Datalocality - ObecneymBaeT pa3melleHne gaHHbIX, “Kak

MOXHO B/1MXKe” K BbIYUCINTENBHbBIM PECYpCaM, YTO CHUKAET 3afEPXKKM U YBENNYNBAET NPO-
N3BOANTENBHOCTb NPU 06PabOTKeE faHHbIX.
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CDyH KUMOHAJIbHbl€ BO3MOXHOCTU NPOAYKTa

« MNMoapepxka hyHKUMOHanbHOCTU SnapShot - Mo3BonsieT co3gaBaTb CHAMKN COCTOSIHUSA AaH-
HbIX 419 UX 3aLMTbl M BbICTPOro BOCCTAHOB/EHUS B C/lydYae c60eB, MUHUMU3NPYS BIUSIHUE
Ha paboune HarpysKu.

 Mogpepxka pyHKunoHanbHocTM QoS (Quality of Service) - MpegocTaBnsgeT BO3MOXHOCTb
YyrNpaBnsiTb NMPOU3BOAMTENIbHOCTBIO XPaHWAMLIA, FapaHTUpPYs onpefenéHHble YPOBHMU
PeCcypcoB A5 pa3fiNyHbIX paboymx HarpysokK, yay4yas nosib30BaTeNbCKUIA OMbIT.

« Peann3oBaH MexaHU3M OTKa30yCTOMYMBOCTM Ha YPOBHE JOMEHA OTKa3a (auck) - Obecne-
YyMBaeT HeNpepbIBHOCTb 6M3HEC-NPOLECCOB 3a CYET aBTOMATMUYECKOr0 BOCCTaHOBMIEHME [,0-
CTyna K AaHHbIM B C/ly4ae BbiXo[a U3 CTPOS OAHOMO UAN HECKOJIbKMX ANCKOB.

2.4.2 SDC (Software-Defined Computing)

« NHTepdeinc ynpaBneHns nHdpactpyktypoi (web+cli) - Yoo6HbIl rpadunyeckmii u komaHa-
HbI MHTepdenc Ans ynpaBneHns Knactepamu, ynpowas agMMHUCTPUPOBAHME U HAaCTPOU-
KY.

« GepepaTuBHbIN JOCTYN - [pefocTaBasieT BO3MOXHOCTb YNPaBNEHNSI HECKOJIbKMMU KlacTe-
pamMu U3 eAUHOIN KOHTPOIbHOW MaHenn, ynpowas MacwtabrupoBaHue 1 ynpaBneHme pecyp-
camu.

« MnaHnpoBLMK pecypcoB Ha ocHoBe U (B pamKax knacTepa) - ABTOMaTUYeCKN ONTUMMK3N-
PYeT pacnpepfeneHne pecypcoB, noBbiwas 3hdheKTUBHOCTb PaboTbl MPUNIOXKEHWIA U YMEHb-
Wwas 3aTpaTbl HA yNpaBfieHue.

« AyauT ayTeHTUdMKauum - ObecneynBaeT NogPO6HbLIN MOHUTOPUHE AOCTYNA U ayTeHTUdu-
KaL M1 nosib3oBaTesien, 4To NOBbIWAET 6€30MacHOCTb CUCTEMBI.

« “LleHTp 06HOBNEHUSI MHPPACTPYKTYpbl” (0BHOBNEHME C fayHTaMOM) - [IpegocTaBNsEeT BO3-
MOXHOCTU gl OGHOB/IEHUSI NPOrpPaMMHOro obecrnevyeHust 6€3 3HaYNTENbHbIX MepPePbIBOB
B paboTe CUCTEM U MPUNOXKEHUN.

« WHTerpaums c DevOps MHCTpyMeHTamu - [103BONSIET aBTOMATM3MPOBATb MPOLECCHI pa3Bep-
TbIBAHWUS Y yNPaBAEHUS NPUNOXKEHUSIMU, YTO YCKOPSIET BHEAPEHME U YNYULIAET KOHTPO/b.

« MoppepxKa KOHTEMHEPHbIX TeEXHONOr UM - ObecneyrBaeT BO3MOXHOCTb 3aMnycKa 1 ynpasne-
HWUS! KOHTEVHEPU3NPOBaHHbIMU MPUNOXKEHUAMU, YTO YBENIMYMBAET TMOKOCTb N 3PDeKTMB-
HOCTb pa3paboTku.

M'mnepyc.MHbpacTpykTypa PyHKLMOHaNbHbIE BO3MOXHOCTM NPOAYKTA CtpaHuua 6



3 OYHKLUMOHA/IbHble BO3MOXHOCTU

Kateropus

NHdpacTpyKTypan
ynpaBieHue

OYHKLUMUOHAIbHbIE BO3MOXXHOCTHU

Mmnepsusop KVM

MacwTabupyemas apxuTekTypa

YnpasneHune BUpTyanbHbIMU MaLLVHAMM

YnpaBneHune ceTeBov MHPACTPYKTYpoi

YnpaBneHne XxpaHunuiem

MoapepKka pU3NYECKOro n BUPTYaIbHOTO OKPYXeHKS
ABTOMaTU3NPOBAHHOE pa3BepTbiBaHNE PeCcypCcoB
O6bearHeHNE BbIMUCINTENBHBIX U PECYPCbl XpPaHEH S
YCTONYNBOCTb K CH05IM

LleHTpann3oBaHHOe ynpaBneHue

Mopaepxka APl pnsi B3aMMOAENCTBMSA C KOMMNOHEHTaMM
JlerkocTb B pa3BepTbiBaHUM

Mopaep)xka NNarMHOB A9 pacnpeHns PyHKLNOHANBHOCTY
YnpaBneHune pecypcaMu Ha ypOBHe NPOEeKTUPOBaHUSA
HabntogeHune 3a coctosiHMeM 060pya0BaHNS
NHTerpaums c cywecTsyoWnMnN cucteMamm

MOKMe HaCTPOWNKM 1 NOSIUTUKM

NHCTpyMEeHTbI 4N MOHUTOPUHIA pecypcoB
YnpasneHune nonb30BaTeNS MU U PONAMU
ABTOMaTMYeCKOe BbleNeHne pecypcos

O6paboTka OTKa30B 1 BOCCTAHOB/IEHME

MoppepxKa MybTUTEHAHTHOCTH

VlHCprMeHTbI ans HaCTDOVIKVI CeTEBbLIX MOJINTUK
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CDyH KUMOHAJIbHbl€ BO3MOXHOCTU NPOAYKTa

Kateropus ¢y|-||(|.|,u0|-|anb|-|b|e BO3MOXHOCTU

YnpaBneHune KOHPUrypauusamm

BO3MOXHOCTb yAaneHHOro ynpasfieHuns

KoHTposnb Bepcuin pecypcos

MoaaepKKka NporpamMMHoro ynpaeneHus (Hanpumep, Ansible)

LleHTpanv3oBaHHOe 06HOBNEHME XOCTOB M KOMMOHEHTOB CUCTEMbI
ynpaBneHus 6e3 HeobXxoaANMOCTU PYYHOrO NEPEHOCA Harpy3oK

Buptyanusayus
Mopaepka 64-6MTHbIX TOCTEBbIX ONEPaLMOHHbIX CUCTEM,
paboTatoLLmMx Ha cepBepax CTaHA4APTHON apXUTEKTYpbl X86
Bo3MOXHOCTb 06begnHeHNs hU3NYeCKnX CepBepoOB B KnacTep
BbICOKOM JOCTYMHOCTM C aBTOMATMYECKNM Nnepe3anyckom BM B
cnyyae OTKa3a p13n4ecKoro cepeepa
CoxpaHeHwne paboToCcnoCcobHOCTM KNacTEPHOM CYKObl MpY OTKa3e
4yacTu cepBepoB
lWabnoHbl BM
KnoHbl BM
Cuctema pesepBHOro KonnpoeaHunsa BM

XpaHeHue u

ynpaBsieHUe JaHHbIMU
BnoyHoe xpaHunuule
0O61bekTHOe xpaHunuuie (B Buge VA)
dannoBoe xpaHunuiye (B suae VA)
[enynnvkaums gaHHbIX
Komnpeccus gaHHbIx
Pennnkaums gaHHbIX
MONNTMKIN XpaHEH NS AaHHbIX
MHCTPYMEHTbI AN MUTPALNN AaHHbIX
3almMTa JaHHbIX U CUCTEMA PE3EPBHON0 KOMMPOBAHNS
ApX1MBUPOBAHNE HEAKTUBHbIX JlaHHbIX
MbKoe KOH(UTryprpoBaHUE XpaHMANLY,
Mopaaep)ka MHOrOypPOBHEBBIX CLIEHAPUEB XPaHEHUS

WNHTerpauus c obnavyHbIMm XpaHuAmLLamm

M'mnepyc.MHbpacTpykTypa PyHKLMOHaNbHbIE BO3MOXHOCTM NPOAYKTA CtpaHuua 8



CDyH KUMOHAJIbHbl€ BO3MOXHOCTU NPOAYKTa

KaTeropusa

be3onacHoOCTb

¢yH KLUOHaJ/IbHbI€ BO3MOXXHOCTU

MHCTpYyMeHTbl ynpaBneHus MeTagaHHbIMU
LLncdbpoBaHMe gaHHbIX (HANOXEHHbIMU CpeacTBaMM)
Ontumusauymsa IOPS n Latency

MHCTpyMeHTbl 4151 aHann3a Npov3BOANTENIbHOCTY XPaHUINLY,
MonnTukmn 6€30NacHOro yaaneHus gaHHbIX
MoaaepKKa pa3INYHbIX MPOTOKOI0B XpaHeH s
HaTuBHas noaaepxKa 06navHbIX MPUNOXKEHWI
MHCTpYMeHTbI AN BU3yannsaumm gaHHbIX
YnpaBneHne XXM3HEHHbIM LMK/IOM JaHHbIX
CMHXPOHM3auusi JaHHbIX MEXAY cpefamm
MHTerpaunsi c cucteMaMum oTYETHOCTM MO AAHHbIM
KoHTponb AOCTyNa K faHHbIM

MoapepKka pacnpegeneHHbix hanoBbIX CUCTEM
3awmTa oT NoTepU AAHHbIX

MNoppepxka NVMe

yl'lpaBJ'IeHl/Ie CTOPOHHUMWU XpaHUInwamn

MHorogakTopHas ayTeHTUdunKaumns

MONNTMKKN ynpaBneHns [OCTYNOM

3awwmTa ot DDoS-aTak

AypaunT 1 norMpoBaHue fencTeumi

lndpoBaHMe gaHHbIX NpU Nepegaye

3awmnTa KOHPUAEHUNANBHOCTY JaHHbIX
NHCTpymMeHTbl 4nsa aHanu3a 6e3onacHoOCTy
PerynsipHble OLEeHKN ysi3BUMOCTEN

NHCTpyMeHTbl O6HapyXeHUst N NpegoTBPaLLEHNS YTPo3
KoHTponb ceTeBoro Tpaduka

WNHTerpaums c cuctemamm 6e3onacHoOCTU
PerynsipHble 0OOHOBMEHMSA 6€30MNacHOCTUY KOMMOHEHT
HacTpoika ceTeBbIX NOANTMK 6€30MacHOCTH

YnpaBneHue ngeHTuduKaumnen noib3oBaTenei

M'mnepyc.MHbpacTpykTypa PyHKLMOHaNbHbIE BO3MOXHOCTM NPOAYKTA CtpaHuua9



CDyH KUMOHAJIbHbl€ BO3MOXHOCTU NPOAYKTa

Kateropus ¢y|-||(|.|,u0|-|anb|-|b|e BO3MOXHOCTU

3awmTa gaHHbIX B 06navyHom cpeae
NuTterpauwns c SIEM-cuctemamu
YnpaBneHue npaBamu gocTtyna
CermeHTaumsa cetTu
KoH(puraeHLManbHOCTb 1 3aLlmnTa faHHbIX
LLncdpoBaHMe Ha ypoBHe AunCKa

OueHKa puckoB 6e30MacHOCTM
bBe3sonacHas Murpaums gaHHbIX

MOHMTOPUHI U
aHaIUTUKa

MpOaKTUBHbIA MOHUTOPUHI KOMMNOHEHTOB
M'mnepyc.MHbpacTpyKTypa

MaHenu ynpaBneHus C BU3yanmsaumen gaHHbIX

MicTopryecKknin aHanns ncnonb3oBaHUs pecypcos
ABTOMaTMYECKOE CO3aHMe OTYETOB

AHann3 Npon3BoANTENbHOCTU CUCTEM

HacTpavnBaemble anepTbl ¥ yBEAOMIEHNS

VIHCTPYMEHTbI AN19 ayanTa U MOHUTOPUHTA

Mopaep)xka MHTErpaunn ¢ BHELWHUMU CUCTEMAMU MOHUTOPUHTIA
MHCTPYMEeHTbI AN18 ONTUMMU3ALUN PECYPCOB

MOHUTOPUHI COCTOSIHUSA BUPTYaNbHbIX MaLUWH

OueHKa BAUSIHUS U3MEHEHWUI Ha NPOU3BOANTENBHOCTb
MHCTPYMEHTbI AN19 YCTpaHEeHUs HEMONafokK

PekoMeHZaumMu No oNTMMMU3aL My NPON3BOAUTENBHOCTY
MHTenneKTyanbHbI aHann3 AaHHbIX

Mopaaep)Kka MHOrOMEPHbIX laHHbIX

Busyanusauns noroe n gaHHbIX

MHTerpauusi c cuctemamm MoHMUTOpUHra (Prometheus, Grafana)
HabntopgeHne 3a Npon3BOANTENIbHOCTbLIO MPUIOXKEHUN
MHCTPYMEHTbI OLLEeHKM PETPOCMNEKTUBHOMN MPOMN3BOANTENBHOCTH

NoafaepXKa NNaHNPOBaHNS PecypcoB

M'mnepyc.MHbpacTpykTypa PyHKLMOHaNbHbIE BO3MOXHOCTM NPOAYKTA CrpaHunua 10



CDyH KUMOHAJIbHbl€ BO3MOXHOCTU NPOAYKTa

Kateropus ¢y|-||(|.|,u0|-|anb|-|b|e BO3MOXHOCTU

MHCTpYyMeHTbI A5t aHann3a ceTeBoro Tpaduka
HacTpavnBaemble BpeMeHHble paMKU /11 OTHETOB

YnpasneHue alert’amu n yBegomneHnamm

MNoppepxka uHTerpaunm ¢ Bl-cuctemammn

MporHo3npoBaHve Harpy3Ku Ha pecypcbl

JNlornpoBaHue gencTBMiA 1 COBbITUN

MoppepxKa aHanmsa NPon3BOAUTENBHOCTU /151 KOHTEMHEPOB
MIHTepaKTUBHbIE OTYETbI MO aKTUBHOCTY

O6Hapy)XeHVe 1 aHaNM3 aHOManunm

KoHTellHepusauusa u
DevOps

Moppepxka Kubernetes

ABTOMATMYECKOE pa3BepPTbIBAHNE KOHTENHEPOB
NHcTpymenThl gns CI/CD

YnpaBneHne XXM3HEHHbIM LMK/IOM KOHTENHEPOB
WNHTerpauus c Docker

Mopaep)Kka MUMKPOCEPBUCOB

OpkecTpaLms KOHTeNHepoB

MOHUTOPUHI KOHTENHEPOB

YnpaBneHune obpa3aMum KOHTENHEPOB
BepcroHMpoBaHMe KOHTENHEPOB

MnatcdopMbl 415 pa3paboTKM C KOHTENHepaMu
MHCTpYMeHTbI AN19 TECTUPOBaHMS KOHTENHEPOB
ABTOMATM3MPOBAHHOE yNpaBAeHNE KOHpUIypaLsamMm
NuTterpaunsa DevOps NHCTPYMEHTOB
Moaaep>KKa MHOFOKOHTEMHEPHbIX MPUNIOXKEHWIA
O6paboTKa COCTOSIHUSI KOHTENHEPOB
MIHCTpYyMeHTbI NS MOHUTOPUHTA KNacTepOoB
M6KMe NONNTUKM pa3BePTbIBAHUS

WNHTerpaums c cuctemamm paspaboTkm

I'Iop,/qep)KKa ynpaBneHna N HUMAEHTaMU B KOHTeIZHean

M'mnepyc.MHbpacTpykTypa PyHKLMOHaNbHbIE BO3MOXHOCTM NPOAYKTA CrpaHuua 11



CDyH KUMOHAJIbHbl€ BO3MOXHOCTU NPOAYKTa

Kateropus ¢y|-||(|.|,u0|-|anb|-|b|e BO3MOXHOCTU

WHCTpYMeHTbI AN18 yNpaBneHns CETIMU KOHTENHEPOB
YnpaBneHue Murpaumen KOHTEMHEPOB

MHCTpYyMeHTbl ynpaB/ieHUst pecypcamun KOHTEMHEPOB
Pa3paboTka Ha 6a3e KOHTeNHepoB

Co3paHue WabnoHOB A1 NPUNOXKEHUN

MHTerpauuns aHanMTUKM aist KOHTEHEPOB

Moppepxka 6€30NacHOCTN KOHTENHEPOB

MHTerpauusi c cucteMamu IOrMpoBaHus

ABTOMATUNYECKOE TECTMPOBAHME PA3BEPHYTbIX MPUIOKEHNN

YnpaeneHue Kak kog (Infrastructure as Code)

M'mnepyc.MHbpacTpykTypa PyHKLMOHaNbHbIE BO3MOXHOCTM NPOAYKTA CtpaHnua 12
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